Secure ldentity

The foundation for customer delight
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Byron Bay breach victim
told to pay Adidas,
National Basketball
Association $US1.2m by
US courts

ABC North Coast / By Hannah Ross

Posted Tue 25 Jul 2023 at 8:17am, updated Fri
28 Jul 2023 at 1:19pm
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Byron Bay woman's data breach
nightmare exposes risks of
‘credential stuffing'. So how do
you avoid it?

ABC North Coast / By Leah White
Posted Tue 25 Jul 2023 at 11:54pm, updated Fri 28 Jul

2023 at 3:19am
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Credential Stuffing Year-over-Year
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Drive customer loyalty and increase

revenue with a seamless and secure
digital ecosystem.
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The Retall Landscape

Where are we now?




Retailers are
experiencing a new
landscape.

Gen Z, Millennials
Want more trust

/ \ Reliance on first-
party data

| Due to degradation
| of cookies

Evolving threats
and compliance
Adapt against

Privacy

concerns
On the rise @

Digital presence

Build consumer

loyalty new sources of
fraud
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Are you fighting a losing battle?

Agility User experience Security Compliance
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Enable regulatory
compliance &

Increase revenue
and conversion
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Expectations for digital
experience are high.

v Secure v Frictionless v Hyper-personalised
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The right layer of identity lays
the foundation for delightful
customer experiences

of consumers have abandon a

83% shopping cart with a frustrating login
experience.
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Increase revenue and conversion

- ‘

Increase logged-in
purchases

Paa .
_J More data @f Hyper personalised
" foryou for them

Inconsistent customer experience
lead to reduced conversions
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Evolve security and compliance

Security and compliance
requirements are evolving.

Regulations, Standards, Several Jurisdictions




Evolve security and compliance

Cyberattacks are
targeting users.

Legacy tech is more
vulnerable to cyberattacks

&

=S

- Credential Account
Phishing stuffing Ransomware takeover

\!
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Leveraging Secure |ldentity

Identity is the foundation for customer delight




Path for digital transformation with Secure ldentity

K-

Give customers
control over their
experience

2

Simplify sign up &
login experiences

Prevent fraud and
secure data

Get the results you want,
and do it at scale
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Launch faster, without
sacrificing brand
experience

okta



PERSONAL INFORMATION First Name*
our first name
f Email* Confirm Email
‘ ’ ‘ Email*
Create Password * Confirm Password )
johnsmith@gmail.com
Create Password*
) Enter password £
First name * Last name * 10-20 characters including uppercase,

Mobile Number *
|

/ D | agree to the Terms & Conditions and Privacy Policy for

club account.

( D Count me in to receive exclusive club specials, bonus cre

promotions.

2

lowercase letters & numbers.

First name*

e.g. John

Mobile Number*

042 3xxxXXX

| S | | 3

Confirm Emz

johnsmith

Confirm Pass

Enter pass

10-20 charactel
lowercase lette

Last name*

e.g. Smith

\_\ | agree to the Terms & Conditions and have r

Privacy Policy and Collection Notice.
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0 Confirm Email

Create an account

Email*

Email

First name”

First Name

Last name”

Last Name

Mobile number”
Mobile Number

Password”

Password

Updates on your order can be sent by SMS

CREATE AN ACCOUNT

2]

mation

okKta



Kt
( ’ %uastomer

Identity Cloud

powered by AuthO

Simple, secure sign-in & sign up.
Uncover the personalised info you crave, without overwhelming users at Hello.

12:10 w56 @) 11:58 w56 @) 12:11 w56 @

% eCommerce(=

okta okta e
' Pierced Owl Rose Gold
Create Your Account Create a passkey for Plated Stainless Steel Double

eCommerce0 Onlineshop on

Sign Up to moccasin-silverfish-6033 to continue
to eCommerce0 Onlineshop. this device

Email address*
{ youdratherbe@thebeach.com 2 No need to remember a
2. password

With passkeys, you can use things like

your fingerprint or face to login.
Continue A

Works on all of your devices
Passkeys will automatically be

available across your synced devices.

2;Sign In
Already have an account? Log in

Keep your account safer r A
Passkeys offer state-of-the-art 0y
Blishihg R stnce. (B in-1 Snowboard Jacket
Use Face ID to sign in? Winter Coats
Create a passkey
A passkey for "youdratherbe@thebeach.com” will be .
saved in iCloud Keychain and available on all your
Continue without passkeys devices.
Go back A
VIDEO PHOTO  PORTRAIT
AA & emo-platform.authOapp.com C AA & emo-platform.authOapp.com C AA 8 commerce-zero.ciam.training ¢
T = 1 P Done 1
< th m < M m R M m ©
Other Options
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Build taillored experiences

Complete your profile

We need you to complete your
profile to personalize your
experience.

Company name

) Autho by Okta
X Missing profile Job title
Welcome

Log in to AuthO to continue to AuthO Dashboard

rogressively

[ ]
r O I e Don't have an account? Sign up
OR

E® Continue with Microsoft Account

G Continue with Google

v Profile completed \/

Welcome!

You are now logged in
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Build tallored experiences

New policies update

Lorem ipsum dolor sit amet,
consectetur adipiscing elit, sed do
elusmod tempor incididunt ut labore
et dolore magna aliqua. Ut enim ad
minim veniam, quis nostrud
(A ] exercitation ullamco laboris nisi ut
\Y4 AuthO by Okta aliquip ex ea commodo consequat.
X  Missing policies

Simplify e L
compliance

Sign up

I I O W S B Continue with Microsoft Account

G Continue with Google

v Accepted policles \/

Welcome!

You are now logged in
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Level up your identity experience

Secure Leverage Context- Leverage Bot  Breached & common
passwordless entry  device, IP, location, Detection password detection
etc.
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Passwordless options

V autho
O

A wy
Welcome *
A OTP V|a SMS Log in to AuthO to continue Create Your Account
. . . Sign Up to login0 to continue to All Applications.
¢ Ema II Mag|C LI nk n Continue with Facebook
L SOC|aI Log|n === Austria, AT, +43 >
ope . G Continue with Google Phone number
e Push Notifications P a
e Passkeys €) Continue with GitHub

) ) Continue
‘ Continue with Apple

Already have an account? Login
Don't have an account? Sign Up
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asskeys

okta

Create a passkey for Okta

UKI on this device /I pas . kéS/

A No need to remember a
’/7/ password

, noun
® Works on all of your devices
P 2ys wil ally be

t vailable

kg s 2Signin Passkeys are an intuitive discoverable credential

Use Face ID to sign in?

Continue without passkeys A passkey for “seanm@okta.com” will be saved in
iCloud Keychain and available on all your devices.

Other Options

Go back

* © Okta and/or its affiliates. All rights reserved. Confidential Information of Okta — For Recipient’s Internal Use Only. 0kta



Authenticators

? —

' A
Securit

] y Passwords
questions

Low Assurance
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SHS, V01?e, Software OT U2F Tokens
and Email
Posses

Passkeys

FIDO2/WebAuthn

Inherence

High Assurance
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Time to complete (sec)

30

20
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70

Internal study, Q4 2021

Worse user Ok user
experience experience

@
Better user

experience

80 20

Passkeys
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G O V e r n m e n t (I\zyT(;ecf\l/jatrZaLse face or fingerprint recognition instead of

passwords in bid to fight scams

1
a I I e a d Of t Announcement of change to Australians' accounts from 2024 comes amid concern over
'scam-in-a-box kits' being sold on dark web.

8 Nov 2023

curve®?

Australia to introduce biometric passkeys for myGov login b v

Australians will be able to use face and fingerprint biometrics to sign in to government vV
services, according to a new report.

9 Nov 2023

“Passkeys will be introduced to myGov ... allowing
Australians the ability to use biometric options such as

facial recognition to access the site”
- Bill Shorten, Minister for Government Services

Mg,
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AP Top 25

Israel-Hamas war

Google

Hate passwords? You're in
luck - Google is sidelining

SAFETY & SECURITY

them

Passwordless by
default: Make the

: '€
switch to passkeys '

(iett
A & o
/ v o = Qwe‘\“g
// N paﬂ"em‘)
/' / S :
/i o ‘ Iy @ FILE - A cursor moves over Google's search engine page,
Fj / / S / « B8l Pt et o o S e acem ik kg
/ ars
[
%
|
\ ‘ Menu +
“\

\\\ ﬁ SECURITY / POLICY / TECH
\\ TikTok is now supporting
passkeys on iPhone / TikTok is
the latest app to gain passkey
authentication support that lets
users log in to their accounts using
biometrics like Face ID and Touch
ID, but it's only coming to iOS
devices for now.
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Q
Kansas City Chief: ’
o
Sign in with Apple ID

3:26

< Camera

d2CNBC

TECH DRIVERS

Continue with Password &t Sign in with Passkey

DECODER

Biometri
Bring it « iy =
Okta's J —
Green Aaron

wants

What the hell are passkey:
passwords to € and why are they sudden
away

everywhere?
How do you define what it mea
to be you in the all-digital 21st
century — and how should systems
protect that?

Requires iOS 17 or later

Keep me signed in

Tech giants call it a "passwordless future,” but

the switch might be slow.

Introducing W

By Nilay Patel, editor-in-chief of the Verge, host of the Decoder
podcast, and co-host of The Vergecast.

Aug 30, 2023 at 1:47 AM GMT+10 | [3

Microsoft Edge

TECH DRIVERS

Why passkeys from Apple,
Google, Microsoft may
soon replace your
passwords

PUBLISHED SAT, FEB 11 2023.10:31 AM EST
UPDATED MON, FEB 13 2023.AT 9:14 EST

Barbara Collins
@BARBARACOLL_

WATCH LIVE

KEY POINTS

® As the security of passwords
continues to be threatened by

l hackers and phishing attempts, the
I~ (3] =
MARKETS CNBC TV WATCHLIST MENU

B Reader Available X

0 A

Authentication in

okta

By Angelo Liao

Ibrahim Damlaj



Intelligently control WHEN people
authenticate

N
n

okta



Leveraging Context

Prompt only when it
makes sense. >80% fewer

e | ocation Context MFA prompts with Adaptive MFA

e Device Context
e |P Address Context

e Session Context

Iy
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Transactional MFA

Today’'s consumers
WANT to authenticate....
when it makes sense.

Increase the security posture of applications
and help customers achieve compliance goals.

Can decide exactly when to trigger
enforcement for high-risk actions such as
updates to subscriptions or charges.

2
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SPORTS

Do you wish to authorise your
purchase of $386.78 for delivery to
your home address?

< Near Ft. Myers, Florida, US

More Info
@ Just now
Yes, | do.
No, | do not.

okta



Bot Detection

D

Welcome

Protect against signup abuse and account
takeovers with bot detection.

Sign up to My Company to continue to My App.

90% less

Bot traffic in the 3 months after Forgot password?

e omme
Continue

7 Verifying...

Don’'t have an account? Sign up

Mg,
s
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Breached Password Detection

D

Don’t let people log in with known breached
Welcome

credentials.

Log in to Lab-TAM-AF to continue to All
Applications.

We have detected a potential security
issue with this account. To protect your

account, we have prevented this login.

Please reset your password to proceed
< 3 6 h O u r S Username or email address

jim.smith@gmail.com

Credentials leaked to available in Password ®
block list.

Forgot password?

Don't have an account? Sign up
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okta for gooa

Proudly partnering and supporting

Business Partnering with Education

Website: https://abcn.com.au/

Vision to empower all young Australians to reach their potential in the future world of work, regardless of socio-
economic background.

The Australian Business and Community Network (ABCN) is a purpose-led, not-for-profit organisation that brings
businesses and schools together to address educational disparity.



