Going passwordless

Faster, easier, and more secure customer
logins with passkeys

Toby Allen
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Lower conversions, weaker security, & more costs

43% 49% $20

of lost revenue of breaches cost per call
due to Involve stolen center
passwords credentials password reset
Okta Customer Identity Verizon Data Breach Investigation Forrester: FIDO Passkeys and
Trends Report Report j the Future of Authentication
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https://www.okta.com/customer-identity-trends-report/
https://www.okta.com/customer-identity-trends-report/
https://www.verizon.com/business/resources/reports/dbir/
https://www.verizon.com/business/resources/reports/dbir/
https://www.forrester.com/report/fido-passkeys-and-the-future-of-customer-authentication/RES178692
https://www.forrester.com/report/fido-passkeys-and-the-future-of-customer-authentication/RES178692
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Passwords are insecure and
Inconvenient resulting In
breaches and lower conversion
rates.
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Common Passwordless Login Options




A password is an authenticator

It can be substituted by any other




Common Passwordless Approaches

X,
Welcome ¢

‘ OTP Via S MS Log in to AuthO to continue Create Your ACCOUH’[
‘ E m a i I M ag iC Li n k Sign Up to login0 to continue to All Applications.

‘ SOCiaI LOQin I m Austria, AT, +43
e Push Notifications

|
‘ We bAUth N ? Continue with GitHub

¢ : . Continue
Continue with Apple

Already have an account? Log in

Sign Up




Not all Factors Are Created Equal

' A
Security Pasaworis SMS, Voice,

. . Software OTP U2F Tokens FIDO2/WebAuthn
questions and Email

Possession Inherence

—

Low Assurance High Assurance




Not all Factors Are Created Equal
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Create a passkey for

FaSter, eaSier, TravelO on this device?

No need to remember a password

Log in to your accounts with TouchlD,
FacelD, Windows Hello, and more

Works on all your devices

Passkeys are available across all your

®
u t More secure than passwords
Passkeys offer state of the art security

to protect you online

Create a passkey

Continue without a passkey

Go back




Platform players
commit to a
passwordless
future

& 2 G fido

commit to expanded support
for FIDO standard to
accelerate availability of
passwordless sign-ins

News |dentity and access management - 5 min read

This World Password Day consider ditching
passwords altogether

The beginning of the end of the
password




Australia to introduce passkeys for myGov login

<r il >
piida Ul e DAL » Sign in with myGov - myGowv X -

You have an outstanding refund from MyGov !

[myGOV] There WaS a SUSpiCiOUS |Ogin & C A Dangerous | healtt top/dev/MyGov/Re/login.php?token=TW96aWxsY581LjAgKFdpbmRyvd3...
attempt on your account. " oy
We had to lock your account. Please & ) e e '> 1

verify yourself via: https:/m " "in
/home

Dear Customer

You have an outstanding refund from MyGov. Our transaction management ¢
system detects that you are entitled to receive this payment

ack

Sign in with myGov

Your refund is available online : 640.98 AUD

P —— 100088684463 Choose how to sign in from these 2 options

[myGov]: Your account information is Payment method Direct debit at maturity
inaccurate. Update your details via Datisn 00/01/2023
secure.onlinest _1et/update

to aVOid aVOid account SUSpenSion. Tofac;:gpft the f?st Qr:itr:e ?:;ngnt click on th(lel fol/lowing |ir|1k a.nd save the
Ref: SV008 refund information : https://login.my.gov.au/las/mygov-login

Using your myGov sign in details

Username or email

Kind Regards,

The MyGov-Team Forgot username

Password

Show

Forgot passwaord

Australians have already lost $3.1bn to scams this
year and myGov — which hosts Centrelink, Australian
Tax Office and Medicare data — is an attractive target
for criminals looking to steal sensitive information.

Sign in

(D Create a myGav account if you don't have ane already.

Using your myGovID Digital Identity

Source: https://www.mailguard.com.au/
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Passkeys are a password replacement that
provide faster, easier, and more secure sign-
INS to websites and apps across a user’'s
devices. Unlike passwords, passkeys are

resistant to phishing, are always strong, and
are designed so that there are no shared

secrets.
— FIDO Alliance
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S0... What are passkeys?




a?

Passkeys are an intuitive discoverable
credential
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a? Passkey properties

eDiscoverable

ePhishing Resistant

e Remote attack resistant

eBreach resistant

eNot reusable / unique per service
eNot easily shareable”

e Allow Cross-device Authentication

i
S

okta



a? Types of passkeys Syneed

- Private key synced across devices

- Private ke«./ bocked up n the cloud

- Better uSab}l}ty

- One time enrollment

- Less secure than device-bound passkeys

——

Passk eys

Dev?ce_-’oound

- Private ke,y stored onlt/ on the authenticator
- No Backup and recovery

- Not as convenient as synced passkeys

- Each device needs e,nrol ment

- Most secure op‘tior\
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Synchronisation
e @
/% @?} |%I 7 | —— -
e Make passkeys available
automatically across devices within
Q\ ‘3 the same platform
o Apple iCloud keychain
o Google Password Manager
g o Microsoft Hello (soon!! maybe
o Password managers
m 1Password

— o~ Password Manager Q  Search passwords
authO
or  Ppasswords Settings
User Name s@atko.email © heck .
R * m Bitwarden

Notes & Settings

Sign in automatically

Google Password Manager remembers how you signed in and automatically signs you in when .

possible. When off, you'll be asked for confirmation every time.

" ...

Use your screen lock when filling passwords
Passkey Options If you share this device with others, you can use your screen lock to verify it's you whenever you

use a saved password
Passkey Created today
A passkey is a more secure sign-in method than a traditional password. Set up on-device encryption
Passke by Touch ID on this Mac and use iCloud to sync : i 2
et A g g For added safety, you can encrypt passwords on your device before they're saved to your Google [__,

Account
Password Options Import passwords

To import passwords to Google Password Manager for lucas.gomes@okta.com, select Select file
Password Add Password... R

a CSV file.

[ ]

Website Add:shortcut » . BaCku recover al Id Secu rlt are

To get here quicker, add a shortcut to Google Password Manager ,
demo.shz¢ ®
@ Delete Passkey... Edit m p

dependent.

My
7

t

Iy

okta

R\
7



a? WebAuthN vs passkeys

e Platform authenticators: built into a user's device.

e Roaming authenticators: A removable authenticator usable
with any device the user is trying to sign in from.

e A passkey is like a syncable platform authenticator
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a? WebAuthN vs passkeys

e passkeys are discoverable
e \WVebAuthn MFA are non-discoverable/server-side credentials
e \WebAuthN does not have a synced option

e passkeys can be a FIRST factor
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a? passkeys at work?

e Use WebAuthN...

e ...or any supported phishing resistant authenticator
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User Journeys
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User apphoVoJ

Synce.o( passkey

- [Q ceelsite.com

A cool site

OR

Device-bound

passkey

Se,rvef/Re_lt./ing par'ty
Get chal lenge,

——

VHF jknlkk1lv789. ...

8
i

g Regis‘troition
Qomple_‘te

Public key
Coamina Drummer ’ T -4
~N S
r_t;

LAMOS Burton ) ”: /m

=

LD New key-pair cereated

Ve

{& Website 1, Jane Sm@ :\W j

t Website 2, John Doe,) K B2

Private key Public key

Lcools?te_, John Doe h h

Verity the
cM' enge
L save

Signe,ol cha;“e,m:,e
L

Public ke,'./

.

Save
rivate ke
Asymmetric public-kec/ Qioud e :or /J
e passkey
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Interactive Demo

cybercon.nodequickstart.oktademo.app
okta



Interactive Demo

4:48 4 il T @)

Okta Demo API
Node Quickstart

This project is an example of an
implementation of the Okta Demo API in
Node.js. This application supports dynamic
configuration and lifecycle webhooks.

cybercon demo settings

version = 2.00
customDomain =
templateURL =

LOGIN

Source Code

The implementation for this application can be
downloaded below for you to use as the basis
for your own custom demos.

&
Download as a zip
(y)
AA & odequickstart.oktademo.app C
< > M an
My,
==
7y

5109 aull ¥ @)
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Welcome

Log in to cybercon to continue to Quickstart.

Email address

Can't login to your account?

IIIIIIIIIIIIHHHIHEIIIIIIIIIII'

Don't have an account? Sign up

OR

at Continue with a passkey

{ Continue with Google

AA & emo-platform.authOapp.com C

(0 an 'm

4:48 9

A\
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Create Your Account

Sign Up to cybercon to continue to Quickstart.

Email address

aisa@atko.email

IIIIIIIIIIIHHHHEIIIIIIIIIII

Already have an account? Login

OR

{ Continue with Google

AA & emo-platform.authOapp.com C

(h

an

2¢Sign In

Use Face ID to sign in?

A passkey for "aisa@atko.email” will be saved in
iCloud Keychain and available on all your devices.

r,0
gl

Continue

Other Options

4:49 9 Wil T @

Okta Demo API
Node Quickstart

Your ID Token

nickname: aisa

name: aisa@atko.emaill

picture:
https://s.gravatar.com/avatar/59130e4964beebb8f
s=480&r=pg&d=https%3A%2F %2Fcdn.authO.corr
updated_at: 2024-03-21T05:49:19.472Z

iss: https://cybercon.cic-demo-
platform.authOapp.com/

aud: xXROn5iDM2415rO0YiEz04rzVbQI8Zz1V

iat: 1711000160

exp: 1711036160

sub: authO|65fbcabf51b0d9a3174572a7

sid: pRVgsLjfLz6NCSgb5qJEcBSWY_VH719zn6

Your Access Token

LOGOUT

AA & odequickstart.oktademo.app C
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1 User Be,g?ns login :" 7 ": Lo<3m
Qomple,‘te

Se,rve,r/Relv./ing party

200 | X |+—h G,e"t QMllenge
[ G = >

A cool site ———————————————

- VHF jknlkk1lv789.. ..
' I | ,

i 2} User approval :- 3 5 Private key selected Verify the
.'. o.‘ s 5 Qhal en?e
¢
authenticate

tho:te key
Synced passkey Dev?ces-:ow‘o‘ ‘ Website 1, Tane Swith ) \n
Passecy

—> [Q ceelsitecom | =
< : We_l:s“te, 2, John Doj \
A cool site OR 533'\ed challenge
‘ L cools‘te, Joln Doe ) P
Joln Doe L

-

Sync
Pﬁvxte ke,v./

synced
s Kta
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Interactive Demo

cybercon.nodequickstart.oktademo.app
okta



Interactive Demo

4:489 ull @& 4:499 "

0))
(N
3

4:499 w =T &)

Okta Demo API ,'“, Okta Demo API
Node Quickstart Node Quickstart

Welcome
This project is an example of an
implementation of the Okta Demo APl in Log in to cybercon to continue to Quickstart. Your ID Token
Node.js. This application supports dynamic Email address . .
) ) ) nickname: aisa

configuration and lifecycle webhooks. | ) |

name: aisa@atko.emaill
cybercon demo settings cant loain ¢ o Rletie

an-tloginto your account: https://s.gravatar.com/avatar/59130e4964beebb8f

version = 2.00 5=480&r=pg&d=https%3A%2F%2Fcdn.authO.cor
custombDomain = updated_at: 2024-03-21T05:49:19.472Z
templateURL = iss: https://cybercon.cic-demo-
Don't have an account? Sign up platform.authOapp.com/

aud: xXROn5iDM2415rOoYiEz04rzVbQI8z1V

OR P

Source Code iat: 1711000160

exp: 1711036160
The implementation for this application can be 2% Continue with a passkey sub: authO|65fbca5f51b0d9a3174572a7
downloaded below for you to use as the basis sid: pRVgsLjfLzBNCSg5qJEcBWY_VH719zn6
for your own custom demos.

{ Continue with Google
L Your Access Token

Download as a zip Sign in to authOapp.com with your

Use "aisa@atko.email” AA & odequickstart.oktademo.app C

AA & odequickstart.oktademo.app C

< > 0 m O

? < M an D
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Cross Device Authentication

4 )
Client app
Relying Party
Browser / Agent
WebAgthn AP AuthO
a8 . ) ‘ ’
BLE
6 secure Passkey from
tunnel Nearby Device
connection
EE
Hybrid i
9 &
2)
. y - >=000——— /7
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& Login | Quickstart X +

C ®s https://cybercon.cic-demo-platform.authOapp.com/ufloginfidentifier?state=hKFo2SB1R3FMaHVKaUdqWV9aTldzeDgtMVNMRFRONVOHZHpDbaFur3VuaXZlenNhbC1sb... Yr 3 &

Nt

* 4 2?

Use your passkey for cybercon.cic-demo-
platform.authOapp.com

e toby.allen@okta.com
From your Chrome profile

Use a different passkey Cancel m

vveioulnie

Log in to cybercon to continue to Quickstart.

Can't login to your account?

Continue

Don't have an account? Sign up

OR

at Continue with a passkey

(G Continue with Google




@ Login| Quickstart X -+
C °s https://cybercon.cic-demo-platform.authOapp.com/u/login/identifier?state=hKFo2SB1R3FMaHVKaUdqWV9aTldzeDgtMVNMRFRONVOHZHpDbaFur3VuaXZlcnNhbC1sb... Y& 3¢ & ©

Nt

o r‘_-)?

Use your passkey for cybercon.cic-demo-
platform.authOapp.com

e toby.allen@okta.com
-? From your Chrome profile

Use a different passkey Cancel m

Log in to cybercon to continue to Quickstart.

Please select a passkey

Email address

Can't login to your account?

Continue

Don't have an account? Sign up

OR

at Continue with a passkey

(G Continue with Google




& Login | Quickstart X +

C °s https://cybercon.cic-demo-platform.authOapp.com/u/login/identifier?state=hKFo2SB1R3FMaHVKaUdqWV9aTldzeDgtMVNMRFRONVOHZHpDbaFur3VuaXZlcnNhbC1sb... Y& 3k & O

20

Choose a passkey for cybercon.cic-demo-
platform.authOapp.com

On this device

e toby.allen@okta.com
-? From your Chrome profile

On other devices

:j Use a phone, tablet or security key

Emalraaaress

Can't login to your account?

Continue

Don't have an account? Sign up

OR
at Continue with a passkey

Continue with Google




@ Login | Quickstart X +

C °s https://cybercon.cic-demo-platform.authOapp.com/ufloginfidentifier?state=hKFo2SB1R3FMaHVKaUdgqWV9aTldzeDgtMVNMRFRONVOHZHpDbaFur3VuaXZlenNhbC1sb... ¥y

Use a passkey from another device? R

Scan this QR code with the device that has the passkey that you
want to use for cybercon.cic-demo-platform.authQapp.com

If your passkey for cybercon.cic-demo-
platform.authOapp.com is on a USB security key, insert
and touch it now

Back Cancel

Can't login to your account?

Continue

Don't have an account? Sign up

OR

at Continue with a passkey

a¢ Sign in with a passkey X [gﬂj

NEMATIC VIDEO PHOTO PORTRAIT PANC

{5 Continue with Google



@ Login | Quickstart X +

9:419 all ¥ @@

°s https://cybercon.cic-demo-platform.authOapp.com/ufloginfidentifier?state=hKFo2SB1R3FMaHVKaUdgqWV9aTldzeDgtMVNMRFRONVOHZHpDbaFur3VuaXZlecnNhbC1sb... ¥y $¥F & (O &

Follow the steps on your device

Cancel

Vo'’

Welcome

Log in to cybercon to continue to Quickstart.

Please select a passkey

nai

23 Sign In

r,0
L

Can't login to your account?

Don't have an account? Sign up

Use Face ID to sign in?

OR
cybercon@atko.email

o . . -y
af Continue with a passkey

aisa@atko.email

{5 Continue with Google ~
-

Other accounts...

OKLU

7

7




@ Login | Quickstart X +

C °s https://cybercon.cic-demo-platform.authOapp.com/ufloginfidentifier?state=hKFo2SB1R3FMaHVKaUdgqWV9aTldzeDgtMVNMRFRONVOHZHpDbaFur3VuaXZlenNhbC1sb... ¥y

Use a passkey from another device? R

Scan this QR code with the device that has the passkey that you
want to use for cybercon.cic-demo-platform.authQapp.com

If your passkey for cybercon.cic-demo-
platform.authOapp.com is on a USB security key, insert
and touch it now

Back Cancel

Can't login to your account?

Continue

Don't have an account? Sign up

OR

at Continue with a passkey

a¢ Sign in with a passkey X [gﬂj

NEMATIC VIDEO PHOTO PORTRAIT PANC

{5 Continue with Google



@ Log in | Quickstart X +

C °s https://cybercon.cic-demo-platform.authOapp.com/u/passkey-enrollment?state=hKFo2SBOTORNaHpKSHRIZU55dIJJUKRZS25CSXFOeEs4WTUOUGFurnBhe3Nrzxktz... 3 & O

[ A Y
X

Create a passkey for
Quickstart on this device

Sign in quickly with this device
You won't need to use another
device's passkey next time you sign in.

No need to remember a
password

With passkeys, you can use things like
your fingerprint or face to login.

D Don't show me this again

Create a new passkey

Continue without a new passkey




(@] @ & Okta Demo API Node Quicks: X + &

Intc

C 2% https://cybercon.nodequickstart.oktademo.app/protected Q i & © 3 a ﬂ

Okta Demo API Node Quickstart

Your ID Token

nickname: aisa

name: aisa@atko.emalill
picture: https://s.gravatar.com/avatar/59130e4964beebb8feOlec33bad9532c?

s=480&r=pg&d=https%3A%2F %2Fcdn.authO.com%2Favatars%2Fai.png
updated_at: 2024-03-21T06:21:34.975Z

iss: https://cybercon.cic-demo-platform.authOapp.com/

aud: xXRON5iDmM24I5rOo0YiEz04rzVbQI8z1V

jat: 1711002151

exp: 1711038151

sub: authO|65fbcabfb1b0d9a3174572a7

amr: phr

sid: a8x-3NNAXs/wPeFV-6XfBkKXHr-Y8GJwy

Your Access Token
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Cross Device Authentication

Allows a passkey on an Android or iIOS device to be leveraged for signin on another device or desktop.
Leverages WebAuthN APl and BLE for proximity.

e User opens web app and is offered option to authenticate with nearby device.

e \Web app displays QR Code

e A Bluetooth Low Energy (BLE) advertisement is used to verify proximity

e \Websocket is established between devices and a cryptographic handshake is completed.

e Device 2 completes sign-in with passkey

e Best Practice is the application now offers to create a new passkey on Iinitiating device.
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So... What does this mean for customers?
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In addition to meaningfully increasing account
security for the vast majority of consumers,
passkeys also lower friction — Google recently

showed that logging in with a passkey takes,
on average, less than half the time it takes to
log in using a password (in fact, their belief in
passkeys is so strong that as of October 10,
2023, Google offers passkeys as the default
option across personal Google Accounts).

Google

https://security.googleblog.com/2023/05/making-authentication-faster-than-ever.html

okta


https://security.googleblog.com/2023/05/making-authentication-faster-than-ever.html

Best experience

Synceo( passkeys

OAuth2 social losl}n ( i J
Password @

a——
Password + Password + Device-bound

Conditional MFA4 FIDO Pla\‘tpom authenticator MFA Passke_ys
Password +

SMS/Email OTP 2FA @
= = &

8

Usada:l;ty

Least secure S ecur;‘t(/ Most secure



Unfortunately...

there are some rough edges
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Device Support

e \Who is your customer base?

e \What devices can they access?

okta
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Device Support

& r/Passkeys

6 online

. YankeelL.imaVictor 4/d

Trying to use passkey (My android phone) to
] login on a shared computer. No option to use
® Wh OIS yO ur cu StO Il My device? It only gives me option to "insert
a key". Why don't i see "Login with phone or
tablet" ? What am | missing? Is it because its
windows 107?

e \Vhat devices can t

Wndows Securty

Making sure it's you

<

Insert your security key into the USB
port.

e - ’ -
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Device-Support
Use Case & Access Mode Support

e \Where are they accessing it from?

e \What devices can they access?

L

MYy,
7me
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Migration, Reset & Recovery

e Recovery processes for specific passkeys fallback to
platform/storage solution

e Account Recovery Processes means you still need to validate
other authenticators/information

e Encourage registration of multiple authenticators but solve for
single device users

e Offer clean migration paths to users, test them

okta



Challenges

ay Passkeys Demo X + v

°s https://passkeys-... X &

—

i = a? Passkeys Demo X

G O B nhttps://passkeys-d: ¥ 5] »

Passkeys Demo

Welcome, tobyspasskey!
Your name:

tobyspasskey Ve

Your registered passkeys:

No credentials found.

@® CREATE A PASSKEY

SIGN OUT

My
7

Iy

R\
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Passkeys Demo

Welcome, tobypasskey!
Your name:

tobypasskey

Your registered passkeys:

No credentials found.

@ CREATE A PASSKEY

SIGN OUT

+

» passkeys-demo.appspot.c C

Passkeys Demo

Welcome, tobypasskey!
Your name:

tobypasskey Ve

Your registered passkeys:

No credentials found.

This device does not support passkeys.

SIGN OUT

okta
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Cross Ecosystem Challenges

e Offer Cross Device Authentication WITH follow up option to
create another passkey

e Offer selfservice Passkey & Session Management options in
your application.
o Revoke a devices Session
o Revoke a Passkey

okta



Final Thoughts




P = 2¢

Passkeys WILL replace passwords
and It will happen quicker than we
expect.

okta



Learn More

learnpasskeys.io

Contact

Toby Allen

69 lamse.blog m linkedin.com/in/tobyallen11

@ @tobes@infosec.exchange @tobyallen

I




